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• 




perspective 
It is 3me for Security Leaders to 
start looking at the insider 
threat/misuse problem from the 
point of view of a non-
technologist





•  What are the business 
costs?


•  How do we more effec3vely 
manage people?







Chipping	Away		
			at	the	Problem…	
§  We	have	known	about	the	insider	

threat	problem	for	years	now


-  CM	CERT,	SEI	

-  News	headlines	
- Manning,	Snowden	

§  Challenge		
-  Involves	people,	processes,	

and	technology	
-  Requires	mulFdisciplinary	

approach	
y	



HEADLINE TEXT 
SUBHEADLINE 

WHAT IS “INSIDER 
THREAT”? 



FIRST...WHAT IS AN INSIDER? 





•  Employees 
•  TRUSTED BUSINESS 

PARTNERS 
•  CONTRACTORS 
•  OUTSOURCED 

COMPANIES 
 
Provided with ACCESS To: 
•  SYSTEMS 
•  Data (often sensitive) 





INISIDER THREATS CAN BE… 

Malicious	
•  With intent to harm


•  Espionage, fraud, sabotage


Accidental	
•  Without intent to harm


Q.		WHICH	IS	
						MORE	
						DESTRUCTIVE?		



INSIDER 
LOOK LIKE? 

WHAT DOES A MALICIOUS 



NOT 
ME... 

IT‘s NOT 
ME... 

MAYBE 
ME. 



A MALICIOUS INSIDER COULD BE... 

Profile 
§ Anyone


§ Sense of en3tlement, or


§ Vic3m of perceived injus3ce


§ Has access to assets


§ Systems


§ Sensi3ve data


§ Causes harm to organiza3on


§ Denial of service


§ Destruc3on or altera3on 
of data




TO BE... 

NOT
... 

IGNORE
D 

UNINTENT
IONAL  
. 




“The	rules	dont	
apply	to	me.“	

SPECIA
L 
•  Privileges given to:


•  Systems Administrators


•  Execu3ves


Can create a feeling of en3tlement 
where users are no longer willing  
to abide by rules meant to  
protect systems and data





Can encourage abuse of policy




ASSET LOSS or 
DESTRUCTION 
•  Data loss or compromise


•  Denial of service





Reputa3onal damage can occur as a result 
of an executed insider threat 




MALICIOUS INSIDER 
CHARACTERISTICS: 

•  May take unauthorized material home


•  Exceeds scope of work du3es


•  Remotely accesses systems at  
odd 3mes


•  Demonstrates a pa_ern of not  
following rules


•  Disgruntled 


•  Under extreme stress (personal 
or work-related)


•  Unusual behaviors




“But Jim… 
…Why are 
malicious  
insiders a 
priority?” 
 

“I have so many 
other  
CYBERsecurity 
Threats To worry  
about on our 
network…” 



§  Surveyed 252 
organiza3ons in  
7 countries


§  Companies of 1,000 
seats or more


§ Malicious Insider – 


- Number one 
threat in 
2 categories


Ponemon Ins3tute © Research Report





2015 – Cost of cyber crime study 



COST  



TIME TO 
RESOLVE 


&	



Weighted by a_ack frequency


Cost	



Time	to	Resolve	



KNOW YOUR 
ASSETS 
•  All data and systems


•  Data sensi3vity categoriza3on 
completed and applied to all  
appropriate data







Risk	Assessments	

§  Include	all	parFes		
-  Business	partners	
-  Vendors	

§  Make	risk	of	insider	threat	
assessment	part	of	your	
standard	risk	assessment	
process	

§  NIST	800-53	Rev.	4	
-  28	controls	specific	to	insider	

threat	

IT Enterprise


Assess 
Insider 
Risk 



PEOPLE 

 


•  AnFcipate	and	manage	negaFve	issues	in	the	work	
environment	

•  Develop	a	comprehensive	employee	terminaFon	
procedure	



PEOPLE 

 


•  Beginning	with	the	hiring	process,	monitor	and	respond	to	
suspicious	or	disrupFve	behavior	(full	employee	lifecycle)	

•  Incorporate	insider	threat	awareness	into	periodic	security	
training	for	all	employees	



TECHNICAL	CONTROLS	
 


•  Ins,tute	stringent	access	controls	and	monitoring	policies		
on	privileged	users.	

•  Ins,tu,onalize	system	change	controls.	
•  Use	a	log	correla,on	engine	or	(SIEM)	system	to	log,	monitor,		
and	audit	employee	ac,ons.	

•  Monitor	and	control	remote	access	from	all	end	points,		
including	mobile	devices	



AGREEMENTS 
Define	explicit	security	agreements	for	any	cloud	
services,	especially	access	restric,ons	and	
monitoring	capabili,es. 




Establish 
•  A formal Insider Threat Program (PM-12)


•  A baseline of normal network device behavior


•  A process whereby the organiza3on clearly documents and consistently 
enforces policies and controls







RECOVER 
•  Implement	secure	backup	and	
recovery	processes	









PASSWORD / ACCOUNT 

MGMT 

INFORMAT
ION 
SECURITY  
POLICY 

§  Clearly 
document and 
consistently 
enforce policies 
and controls


§  Implement 
strict password 
and account 
management 
policies and 
prac3ces




Enforce 
•  Strict	password	and	account	

management	policies	and	
prac,ces	

•  Separa,on	of	du,es	and	least	
privilege	

•  Stringent	access	controls		
and	monitoring	policies		
on	privileged	users	



Resources	



ReferenceS 
CERT,	SoOware	Engineering	Ins,tute,	Carnegie	Mellon	University	
Insider	Threat	Best	Prac,ces	
hQps://www.cert.org/insider-threat/best-prac,ces	
	

CERT	Top	10	List	for	Winning	the	BaQle	Against	Insider	Threats	
Dawn	Capelli,	CERT	Insider	Threat	Center,	RSA	2012	
hQp://resources.sei.cmu.edu/asset_files/Presenta,on/2012_017_001_52427.pdf	

	
Federal	Bureau	of	Inves,ga,on,	The	Insider	Threat:	An	introduc,on	to	Detec,ng		
and	Deterring	an	Insider	Spy	
hQps://www.`i.gov/about-us/inves,gate/counterintelligence/the-insider-threat	

	
The	Ponemon	Ins,tute,	2015	Cost	of	Cybercrime	Study	
hQp://www.ponemon.org/library/2015-cost-of-cyber-crime-united-states	

	

	

	




